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The evolution of smart grids, driven by renewable energy integration, advanced metering infrastructure,
and the proliferation of the Internet of Things (IoT), requires low-latency, scalable computing paradigms.
Traditional cloud computing struggles with latency (200 — 500 ms) and bandwidth limitations, making fog
computing a promising alternative for real-time applications like demand response 200 ms and distributed
energy resource management 500 ms. This study proposes a semi-decentralized fog computing framework
that leverages the Monte Carlo Tree Search algorithm for optimized task scheduling across heterogeneous fog
nodes (3000 — 9000 MIPS, 512 MB-2 GB memory). The framework integrates lightweight security (AES-128,
OAuth 2.0, differential privacy with € = 0.1), robust fault tolerance (97% task completion under 20% node
failure), and Software-Defined Networking for dynamic orchestration. Evaluated using iFogSim and scenarios
inspired by real-world environments e.g., California microgrids, the framework achieves a 5% higher task
acceptance rate (AR: 0.80 —0.86 vs. 0.32 for SPA), doubles delay utility (DU: 0.71 —0.73 vs. 0.26), and
improves the objective function (OBJ) by 50% (0.72 — 0.86 vs. 0.26 —0.32) compared to benchmarks such
as the Service Provider Algorithm (SPA) and Reinforcement Learning (RL). Energy consumption is reduced
by 12% (0.48 watts/task), and deployment costs drop by 20%, $450/node, ensuring scalability and resilience
in dynamic smart grid environments.

Keywords: Smart grid; Fog computing; Resource allocation; Monte Carlo Tree Search; Security; Scalability; Energy efficiency; Fault

tolerance

1. Introduction

Smart grids combine renewable energy, electric vehicles
(EVs), and advanced metering infrastructure (AMI) to opti-
mize electricity flow and improve reliability [1]. The rise of
IoT devices (e.g., smart meters, distributed energy resources
[DERSs]) produces massive amounts of data, necessitating
low-latency processing for applications such as demand re-
sponse (200 ms) and DER management (500 ms) [2]. While
cloud computing faces high latency (200 — 500 ms) and
bandwidth limitations that impede real-time performance,
fog computing processes data at the edge, decreasing la-
tency to 50 — 500 ms and enhancing energy efficiency [3, 4].
However, the limited capacities of fog nodes (3000 — 9000
MIPS, 512 MB-2 GB memory) present challenges for re-
source allocation, creating an NP-hard problem influenced
by time sensitivity, computational complexity, and energy

consumption [5, 6]. Existing methods, including game-
theoretic approaches [7], reinforcement learning (RL) [8],
and heuristic load balancing [10], often emphasize user-
centric metrics (e.g., latency) over provider efficiency (e.g.,
an average reward of 0.32 for single-point allocation [SPA])
and usually lack robust fault tolerance or security features
[12]. This study introduces a semi-decentralized fog com-
puting framework utilizing Monte Carlo tree search (MCTS)
to optimize task scheduling, incorporating AES-128, OAuth
2.0, differential privacy, and software-defined networking
(SDN) [13-15]. The framework achieves a 5% higher aver-
age reward, doubles system utilization, and reduces energy
consumption by 12%, validated across 6 — 24 nodes using
iFogSim and data inspired by real-world scenarios [16, 17].
This study presents a semi-decentralized fog computing
framework for smart grids that utilizes the Monte Carlo Tree
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Search (MCTYS) algorithm for optimized task scheduling
across fog nodes. It features lightweight security protocols,
robust fault tolerance (97% task completion with 20% node
failures), and SDN for resource orchestration. The frame-
work enhances user satisfaction and provider efficiency,
achieving a 5% higher task acceptance rate, doubling de-
lay efficiency, and reducing energy consumption by 12%.
Evaluations with iFogSim and real-world data confirm scal-
ability across 6 — 24 nodes for applications like demand
response and DER management. This work advances fog
computing, offering a scalable and resilient solution for
intelligent energy systems.

1.1 Overview of fog computing in smart grids

Fog computing is crucial for innovative grid systems, bridg-
ing the gap between centralized power and distributed en-
ergy resources. It reduces latency, enhances scalability, and
improves energy efficiency. This work proposes an MCTS-
based allocation system, enhanced by machine learning
and IoT integration, to balance task throughput, QoS, and
sustainability under dynamic loads [15, 18] (Table 1).

1.2 Contributions

This study advances the field of fog computing for smart
grids by introducing a comprehensive framework that opti-
mizes resource allocation in dynamic, resource-constrained
environments. The key contributions are:

1. Quasi-Distributed MCTS Architecture: This architec-
ture optimizes task scheduling with a 5% higher AR
(0.80 —0.86) and doubled DU (0.71 —0.73) compared
to SPA and RL [19].

2. Lightweight Security: It integrates AES-128, OAuth
2.0, and differential privacy (¢ = 0.1), adding minimal
overhead (7ms latency, 3% accuracy loss) [12, 14].

3. Scalability: It supports 6 — 24 heterogeneous nodes,
validated across diverse applications [16].

4. Energy and Cost Efficiency: It reduces energy con-
sumption by 12% (0.48 watts/task) and costs by 20%
($450/mnode) [7].

5. Fault Tolerance: It ensures 97% task completion under
20% node failures via task migration and redundancy
[6, 17].

6. SDN and IoT Integration: It enhances resource orches-
tration and adaptability [15, 20].

Rashtian et al.

2. Proposed methodology

The proposed framework addresses the NP-hard resource al-
location problem in fog computing for smart grids, optimiz-
ing AR, DU, and energy consumption (EC) using MCTS,
SDN, and adaptive load balancing [5, 13]. Fog comput-
ing in smart grids requires efficient resource management
to handle dynamic, time-sensitive workloads from IoT de-
vices (e.g., smart meters, EV chargers, DERs). This study
proposes a semi-decentralized architecture optimized for
task scheduling, leveraging the Monte Carlo Tree Search
(MCTS) algorithm, Software-Defined Networking (SDN),
and adaptive load balancing. The architecture addresses
the NP-hard resource allocation problem by balancing
task acceptance rate (AR: 0.80 — 0.86), delay utility (DU:
0.71—0.73), and energy consumption (EC: 0.48 watts/task).

2.1 System architecture

The architecture comprises three layers:

e [oT Device Layer: Smart meters, EV chargers, and
DERs generate tasks with metadata (time sensitivity,
data size, computational complexity, memory require-
ments) [2].

e Fog Layer: Clusters of 6 — 24 heterogeneous nodes
(3000 — 9000 MIPS, 512 MB-2 GB memory) are man-
aged by a Fog Broker and Adaptive Load Balancer,
process tasks [10, 16].

e Cloud Layer: It handles compute-intensive tasks of-
floaded from the Fog Layer [21].

2.1.1 Components:

e Fog Broker: It maintains node states via 100-ms heart-
beat messages, assigning tasks based on MCTS [17].

e Adaptive Load Balancer: It ranks nodes using a scoring
function, adjusted by RL [10].

e SDN Controller: It uses OpenFlow v1.3 to prioritize
critical tasks, reducing congestion by 20% [15, 20].

e Fog Nodes: They process tasks with fault tolerance via
migration (10 ms delay) and redundancy (10% critical
task duplication) [6].

o Cloud Infrastructure: It supports offloading via a Task
Offloading Decision Model (TODM) [21] (Fig. 1).

Table 1. Comparison of resource allocation approaches.

Approach Strengths Limitations Ref.
Game-theoretic Balances user-provider interests Limited scalability, high complexity [7]
Reinforcement learning Adapts to dynamic workloads Slow convergence, lacks fault tolerance [8,9]
Heuristic load balancing Low computational overhead Suboptimal under heterogeneous nodes [10, 11]
Proposed MCTS-based | High AR, DU, fault tolerance, scalability Higher computational overhead This study
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Figure 1. Architecture of the proposed method.

2.1.2 Interactions:
1. IoT devices submit tasks to the Fog Broker.

2. The Load Balancer assigns tasks to nodes using MCTS
recommendations.

3. SDN optimizes traffic, prioritizing critical tasks.

4. Tasks exceeding fog capacity are offloaded to the cloud
with SDN, minimizing latency (18% reduction) [20,
21].

2.2 Adaptive load balancer

The Load Balancer employs an adaptive scoring system to
rank fog nodes based on resource utilization, latency, battery
charge, and energy efficiency, with weights dynamically ad-
justed using a Reinforcement Learning (RL) model [10, 19].
Unlike the original centralized design, the Load Balancer
operates in a hierarchical structure, with local balancers
per cluster coordinating with a global SDN controller. The
scoring function is defined as Eq. (1).

2.2.1 Clearer explanation of the scoring function

The Adaptive Load Balancer ranks fog nodes using a scor-
ing function:

[Sn =w (1 —Un)+w,(1 —Ln)+w3;Bn+wsEn] (1)

2.2.2 Components of the scoring function:

e Sn: The fog node n’s score determines its suitability
for task assignment. A higher score indicates a more
suitable node.

e Un: Resource utilization (CPU and memory usage)
are normalized to [0, 1]. Lower utilization (e.g., less
CPU/memory load) contributes positively to the score,
indicating the node has more available capacity.

e Ln: Latency (in milliseconds) represents the commu-
nication delay to the node. Lower latency is preferred,
so Ln is typically inverted or negatively weighted to
favor nodes with faster response times.

e Bn: Battery level (normalized to [0, 1]) relevant for
energy-constrained fog nodes (e.g., mobile or battery-
powered devices). Higher battery levels increase the
score, ensuring energy availability for task execution.

o En: Energy efficiency (tasks per watt) measure how
efficiently the node processes tasks relative to power
consumption. Higher energy efficiency improves the
score, aligning with the document’s goal of reducing
energy consumption by 12% (0.48 watts/task).

o wi, wy, w3 ,wa: Weights are assigned to each metric,
dynamically adjusted by a Reinforcement Learning
(RL) model to optimize the objective function. These
weights sum to 1 (w; +wy +w3 +wy = 1) to ensure a
balanced contribution.

Derivation: The scoring function is derived from a multi-
objective optimization problem maximizing AR, DU, and
minimizing EC. Weights are optimized using a Q-learning
RL agent, trained on historical task data (state: node states,
action: weight adjustments, reward: objective function,
Eq. (7)). The RL model converges to (w, = 0.4, w; = 0.3,
wp = 0.15, w, = 0.15), reducing allocation delays by 15%
compared to static weights (validated in iFogSim with 12
nodes, 20 tasks).

2.2.2.1 How it works:

e The scoring function evaluates each fog node in a clus-
ter based on the above metrics, producing a single
score Sn.

o Tasks from the transfer queue are assigned to the node
with the highest Sn, ensuring optimal resource alloca-
tion.

e The RL model updates the weights based on historical
task data to maximize the objective function (defined
in Eq. (7): OBJ = AAR+ (1 — 1)DU — BEC, which
balances Acceptance Rate (AR), Delay Utility (DU),
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and Energy Consumption (EC). This dynamic adjust-
ment reduces allocation delays by 15% compared to
static weighting, as noted in the document.

The RL model, trained on historical task data, optimizes
weights to maximize the objective function (section 2.3)
and reduces allocation delays by 15% compared to static
weighting [19]. Tasks exceeding local cluster capacity are
offloaded to the cloud or neighboring clusters and guided
by SDN policies to minimize latency [22].

2.3 SDN integration

The SDN Controller, implemented using Mininet and Open-
Flow v1.3, monitors bandwidth and packet loss and updates
routing tables every 200 ms [15, 20]. A Deep RL agent
optimizes routing and reduces latency by 15% for 600 tasks
across 12 nodes [23].

2.3.1 Example: DER Task Scheduling

The Fog Broker queues a DER task (500 ms latency, 7000
MIPS, 1 GB memory). MCTS assigns it to Node 1 (S; =
0.85). If Node 1 fails then the task migrates to Node 2
(52 =0.70, 10 ms delay) and it ensures 97% completion
with SDN prioritizing data flow [6, 15].

2.3.2 Resource Allocation Policy

The resource allocation policy aims to maximize task accep-
tance rate (AR), minimize delay utility (DU), and optimize
energy consumption (EC) while ensuring fairness between
users and providers [5]. Tasks in the transfer queue are
characterized by five metadata fields: time sensitivity, data
size, computational complexity, memory requirements, and
topic address [13]. The policy employs an enhanced MCTS
algorithm to explore allocation configurations and addresses
the NP-hard complexity of task scheduling [15].

2.4 Monte Carlo Tree Search method
MCTS explores task allocations via:

e Exploration: It simulates configurations using histori-
cal and synthetic data.

o Evaluation: It assesses acceptance rate, delay, energy
(Eq. (11)), and cost (Eq. (12)).

e Selection: It chooses configurations maximizing the
objective function (Eq. (7)).

o Improvement: It refines via feedback, with parallel
processing reducing runtime by 25% [9].

UCT policy: The UCT formula is:

2Inn
nj

UCTZX]—I—ZCP ()

where:
(X7): Mean objective function score of the node.
(n): Total visits to the parent node.

(n): Visits to the child node.
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(Cp): Exploration constant (set to 0.7, balancing ex-
ploration vs. exploitation, tuned via grid search). The
UCT policy selects nodes with the highest UCT value,
ensuring efficient exploration of promising configura-
tions.

Phases:

e Exploration: This model simulates task allocations
using historical data and synthetic workloads generated
by a generative adversarial network (GAN), modeling
diverse smart grid scenarios (e.g., EV charging surges).

e Evaluation: It assesses configurations based on AR,
DU, and EC using equation 7. A Long-Short-Term
Memory (LSTM) model predicts task completion
times and improves accuracy by 10%.

e Selection: It chooses the configuration maximizing
OBJ, adhering to constraints (Egs. (8) to (9)).

o Improvement: The tree is refined via backpropaga-
tion, with parallel processing across four cores, reduc-
ing runtime by 30% (from 2.1 s to 1.47 s for 12 nodes,
20 tasks) Fig. 2.

The Monte Carlo search tree is a game theory method that
employs the Upper Confidence Bound for Trees (UCT)
function to assess value based on the game’s current state.
It enhances its effectiveness by selecting child nodes with
the highest UCT value. This study concentrates on task
allocation in online games with fluctuating latency and
aims to enhance performance. (Fig. 2, Eq. (2)).

In this context, the utility-delay function for the user is
defined according to the relation in 5.

The set of fog nodes in a cluster: F{fi, f>, f3,---, fi}-
The  source of fog nodes is Cpy =
{Cflog’ szog’ Cléog’ B Cf]og}'

The set of input tasks for anode: T = {1, 1, t3,-, 1;}.
The set of resources required by tasks: ¢ =
{cl, 2, ¢3,---, ci}.

The amount of data each task processes: d =
{di, da, d5,---, d;}.

The data value of the answer to each request:
d ={dy, dy, d,---, d/}.

We represent the number of radio resources or round-trip
bandwidth between task user I and fog node j as bw/i. In
this research, all bandwidth values are fixed at 1.5 Mbps.
The delay associated with executing task i in fog node j is
denoted by T,-J . It is calculated using the following Eq. (3):

v =ttt 41, (3)

where ¢, is the amount of calculation delay, subscript base,
i.s.t, end base, ¢ is the amount of data transfer delay, ¢, is
the amount of answer transfer delay, and is the same deci-
sion variable as whether task i is performed in fog node j.
If the answer is positive, it equals 1; otherwise, it equals
zero. The May node offers a significant advantage by being
capable of accepting tasks, which is reflected in its util-
ity function expressed in Eq. (4). According to the article
[8], the user’s utility-delay function varies across domains
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Figure 2. Monte Carlo search tree completion steps - (a) first iteration; (b) Second iteration [13].

and is represented in Egs. (5) and (6). The coefficients u,
o, d, and ¥ can be adjusted to suit specific application ar-
eas. For instance, these coefficients are tailored to online
gaming, as indicated in [8]. Consequently, the user’s utility-
delay function can be defined through relation (5). The new
policy considers the profitability for the user and the fog
node. Following the established modeling and relationships,
the overall profit of the entire system is articulated in (6).
Here, A serves as a weighting factor that balances the pri-
orities of user profit and fog node profit. Both sides of the
Equation are normalized to achieve harmony between these
components. This approach emphasizes the acceptance rate
instead of merely focusing on the total number of accepted
tasks. Similarly, the analysis shifts toward its average value
instead of looking at the overall sum of the delay utility
function. As a result, the objective function for this problem
can be defined as outlined in Eq. (7). Furthermore, certain
limitations must be factored into this objective function: the
time taken for task completion must fall within the range of

0 to the maximum acceptable delay, as specified in Eq. (8).

7| )
Sp fj Z lT‘ Ci
5 (Clog = Tucpi - 5= (g
d di;
bwj;  bww;j;
B= “<1+e"ifij‘“> o ®)
100

For example, adjusting the coefficients mentioned is con-
sidered the following for the application domain of online
games [8].

©L=90,0=03 a=27v=15

According to this, the utility-delay function of the user is
defined as a relation (5).

Vs
0.3x7! —2.7

7| 90(
Zx % 14e

100 ©

UUser tz

The new policy considers profits. This information pertains
to both the user and the fog node. It is derived from the
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established modeling and relationships. Eq. (7) presents the
entire system’s overall profit.

IF| |z j
Utotal({le} ieT, ] € F Z Z Z
j=1j=1i=1

1 )
‘F‘ ‘T‘ K 3*tau —a +}/
ML LA 100

j=li=

In this context, A represents the weighting factor that bal-
ances the importance of user profit and fog node profit. To
harmonize these two components, we normalized both sides
of the Equation. Consequently, instead of concentrating on
the total number of accepted tasks, we analyze the accep-
tance rate. Similarly, rather than considering the overall sum
of the delay utility function, we focus on its average. There-
fore, we can define the objective function for the problem
as follows:

Z\F\ Z\T\

Maximize: —————
all tasks

o ) (8

#( L

F T i e&*ri

(1 _A)ZIIJ Zl‘:‘lx{ =50
All satisfied tasks

. i€T, jEF

Additionally, the limitations to consider in this objective
function are defined as follows: The delay in performing
the task must be between 0 and the maximum acceptable
delay in Eq. (9).

Delaymin < T,'j < Delaymax )

The total processing power required should be less than the
processing power of the entire fog Eq. (10).

|T| )
Zx;~Ci < cf-athi eT, fleF
i=1

(10)
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Each task should be assigned to only one fog node, Eqs (11),
(12), and (13).

IF| i
Y xl=1V4eT, fleF an
=1
={0, 1} (12)
Satisfied tasks
N . te — Daustled tasks 13
cceptance rate All tasks (4
i v R
UUser(tf) = 100 (14)
If !
xji Azj,l Zl | 1 l
Utoral (%) = —— T isks

I/> +15
+EO.3*TII- —2.7

90 (
A
n (1 *Mzﬂlzz‘ilx{* ST
All satisfied tasks
. i€T, jEF

(15)
The utility function for online interval applications targets
an acceptance rate of 1, using deviations as a comparison
basis. The utility delay function is essential for user satisfac-
tion, ensuring timely responses from nodes, as outlined in
Eq. (14). This study combines user profit and node impor-
tance, which is defined by our objective function in Eq. (15).
In our first experiment with 12 fog nodes (5,000 to 7,000
MIPS execution rate), we evaluated the effects of increasing
input tasks while varying user profit priorities. The sec-
ond experiment varied the instruction execution rate and
the number of fog nodes in the cluster. Each scenario was
repeated 50 times to ensure balanced results, and we cal-
culated the 95% confidence interval for each graph, with
parameters detailed in Table 3 (Figs. 3 and 4).

Table 2. Symbols and definitions.

Symbol Definition

Ja Fog nodes

T Number of tasks

dij Delay for task i on node j

U; Utility for task I

AR Acceptance Rate

t My duty

OBJ Objective function (Eq. (7))

E;; Energy for task i on node j

Cij Cost for task i on node j

‘L'l-j The duration required for task i to execute in month j
|F| The duration required for task i to execute in month j
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Table 3. Experimental parameters.

Bandwidth between the node and the user
Latency requirements

A

Security overhead

(MIPS) Minimum processor required for a task
Confidence interval

Redundancy

Number of Monte Carlo tree iterations

Number of test repetitions

Parameter Value

Nodes 6,12, 18,24

(MIPS) Minimum processor required for a task | C1: 3000-5000, C2: 5000-7000, C3: 7000-9000
Memory 512 MB-2 GB

Tasks/node 10, 15, 20, 25, 30

1.5 Mbps

Gaming: 50-150 ms, Demand: 200 ms, DER: 500 ms
0-1 (step 0.1)

5 ms (AES-128)

[60 - 85]

95%

10% critical tasks

70

50

SGet the number of
algorithm iterations
Get the tasks and fog
nodes

e
v
choose one of the

expandable nodes with
uTC

.

Add the selected node
to the tree

+

Randomly select one
of the node children as
the next allocation

A

Hawe the
allocations
ended?

Update the node
Values up to the root
and decrease the
repetition count by one

NO Did the number
of repetitions
equal Zero7?

Figure 3. Flowchart of the MCTS algorithm steps [13].
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Figure 4. Flowchart of how to complete the list of tasks and send it to MCTS [13].

2.5 Example: Demand response task

After MCTS exploration, a demand response task (200 ms
latency, 5000 MIPS, 512 MB memory) is assigned to Node
2 (OBJ = 0.82). If Node 2 fails the migration to Node 3
ensures completion [6].

2.6 Runtime analysis

Simulations show MCTS reduces iterations from 70 to 50,
lowering CPU time by 30% (1.47s for 12 nodes) with 5%
overhead vs. SPA but 50% higher OBJ [9, 19].

2.7 Enhanced MCTS algorithm

Tasks are initially dispatched to the nearest fog node. If the
node lacks capacity, the MCTS algorithm reroutes the task
to the optimal node within the cluster or offloads it to the
cloud, guided by SDN routing policies [22]. The decision
process uses a decision tree based on task characteristics
and node states, ensuring a 5% higher AR (0.80 — 0.86
vs. 0.32 for SPA) and doubling DU (0.71 —0.73 vs. 0.26)
compared to benchmarks [19]. The MCTS algorithm is
modified to incorporate parallel processing and ML-driven
heuristics. It reduces computational overhead (70 to 50
iterations) and improves real-time performance [9]. The
algorithm operates in four phases:

e Exploration: This framework simulates task alloca-
tions using a combination of historical data and syn-

thetic scenarios generated by a generative adversarial
network (GAN) to model diverse smart grid workloads
[23]. This addresses the original framework’s reliance
on static data and enhances adaptability.

e Evaluation: It assesses configurations based on AR,
DU, and EC using the objective function (Eq. (7)).
A Long-Short-Term Memory (LSTM) model predicts
task completion times and improves evaluation accu-
racy by 10% [10].

e Selection: This step selects the configuration that max-
imizes the objective function and uses an Upper Confi-
dence Bound for Trees (UCT) policy, Eq. (1).

o Improvement: It refines allocations through itera-
tive feedback, with parallel processing across multiple
cores, and reduces runtime by 30% [9].

The algorithm uses the Upper Confidence Bound for Trees
(UCT) policy:

The mean score of Node parent visits, child visits, and
exploration remains constant during the evaluation phase,
which computes the objective function as stated in Eq. (7),
while adhering to the conditions in equations 8-9 [15]. The
algorithm operates for 50 iterations and utilizes parallel pro-
cessing across four cores to enhance runtime for real-time
performance [9]. The SDN controller updates routing tables
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via OpenFlow protocols. It prioritizes tasks and reduces
network latency [20]. A hybrid cloud fog offloading strat-
egy improves scalability during failures and offloads tasks
that exceed cluster resource limits to the cloud, with SDN
optimizing paths for an 18% latency reduction [21]. This
approach ensures robustness in extensive smart grid systems
with millions of IoT devices [16]. Enhanced MCTS prior-
itizes critical tasks (under 50 ms latency) using a priority
queue, while also incorporating energy-aware heuristics to
penalize high-energy configurations and support sustainabil-
ity goals [7].

2.8 Task scheduling

Tasks are initially dispatched to the nearest fog node. If the
node lacks capacity, the MCTS algorithm reroutes the task
to the optimal node within the cluster or offloads it to the
cloud, guided by SDN routing policies [22]. The decision
process uses a decision tree based on task characteristics
and node states that ensures a 5% higher AR (0.80 —0.86
vs. 0.32 for SPA) and doubles DU (0.71 —0.73 vs. 0.26)
compared to benchmarks [19].

3. Security and privacy
The framework secures sensitive smart grid data using:

o AES-128: It encrypts data with 5 ms latency overhead
[12].

e OAuth 2.0: It authenticates nodes with 2 ms overhead
[14].

o Differential Privacy: It applies Gaussian noise (€ =
0.1), incurring 3% accuracy loss [18].

2
O; —
0 where £ 2.

o Utility-Privacy Trade-Off: U(¢) = o
0 €

For (¢ =0.1), (U =0.97), balancing privacy and utility
[18].

3.1 Security mechanisms
1. AES-128 Encryption:

o Implementation: It uses OpenSSL for encrypt-
ing data in transit (e.g., task metadata) and at
rest (e.g., node storage). AES-128 is chosen for
its balance of security and low computational
overhead (128-bit key, 256-bit block).

o Overhead: It adds 5 ms latency per task and
validated in iFogSim with 12 nodes and 20 tasks.
It is negligible for tasks < 100 ms (e.g., demand
response: 200 ms).

o Sensitivity Analysis: For critical tasks (< 50
ms), overhead is 10% of the latency budget, mit-
igated by prioritizing unencrypted metadata for
low-latency tasks.

2. OAuth 2.0 Authentication:

o Implementation: It was deployed via REST
APIs, with a central OAuth server verifying node
identities using JSON Web Tokens (JWT). It en-
sures only authorized nodes process tasks.
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o Overhead: It adds 2 ms latency, negligible for
all task types. Token refresh occurs every 10
minutesand it minimizes runtime impact.

o Security Benefit: It prevents unauthorized ac-
cess that is critical for smart grid applications
(e.g., DER management).

3. Differential Privacy:

o Implementation: It applies Gaussian noise to
consumption data (e.g., smart meter readings)
with privacy budget (¢ = 0.1) that implemented
using the Python diffprivlib library.

o Justification: (¢ = 0.1) It ensures strong pri-
vacy (low information leakage) while maintain-
ing 97% data utility that validated via utility-
privacy trade-off analysis (below).

o Overhead: It incurs 3% accuracy loss in analyt-
ics (e.g., load forecasting) that is acceptable for
non-critical tasks.

3.2 Utility-privacy trade-off

The utility-privacy trade-off for differential privacy is mod-

eled as:

o2
)
)

U=1-

where:
(U): Data utility (0-1).
(0?): Variance of added noise, proportional to (1/¢).
(0'3): Baseline variance of raw data.

For (¢ =0.1), (U = 0.97), but increasing (€) to 0.5 raises
(U) t0 0.99 at the cost of weaker privacy. Sensitivity analysis
shows:

o Critical Tasks (e.g., demand response): (¢ =0.5) It
dynamically prioritizes utility and reduces accuracy
loss to 1%.

e Non-Critical Tasks (e.g., DER analytics): (¢ =0.1)
It ensures strong privacy with acceptable 3% loss.

3.3 Overhead analysis

Total overhead is:

Overhead = 5 ms(AES — 128) + 2 ms OAuth+

0.03Processing time

For a 100-ms task, the overhead is 7.3% of the latency,
which is negligible for smart grid applications. iFogSim
simulations show:

e Low Load (10 tasks/node): Overhead = 7 ms, AR =
0.86.

e High Load (50 tasks/node): Overhead = 8 ms, AR =
0.80, due to increased contention.
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The framework’s security mechanisms ensure robust protec-
tion while maintaining real-time performance and have been
validated across 600 tasks and 20% node failures. Given the
sensitivity of consumption patterns, security and privacy are
critical for smart grid data [12]. The framework integrates
lightweight protocols to minimize overhead while ensuring
robust protection:

e Encryption: AES-128 secures data in transit and at
rest and adds (5 ms) latency [12].

o Authentication: OAuth 2.0 verifies node identity and
prevents unauthorized access with a (2 ms) overhead
[14].

e Privacy: Differential privacy (¢ = 0.1) masks con-
sumption patterns and incurs a 3% accuracy loss [23].
The privacy budget is dynamically adjusted based on
task sensitivity and improves utility for non-critical
tasks [18].

The security overhead is calculated as:
Overhead = 5 ms + 2 ms 4 0.03 Processing time

This isn’t very important for tasks > 100 ms and ensures
performance in real-time applications [12].

4. Fault tolerance

The framework achieves 97% task completion under 20%
node failures through:

e Task Migration: Monte Carlo Tree Search (MCTS)
reassigns tasks within 10ms and uses an LSTM-based
failure model with 85% accuracy [6, 17].

e Adaptive Redundancy: It duplicates 10% of critical
tasks and uses 5% additional resources.

e Predictive Failure Model: LSTM predicts failures
based on CPU temperature, battery discharge, and
packet loss, cutting downtime by 12%.

Reliability Calculation:
R=1—-P;(1-P,)

where Py = 0.2 (failure probability), P,, = 0.85 (migration
success probability):

R=1-0.2(1-0.85)=1-0.2:0.15=1-0.03=0.97 [6].

To ensure resilience against node failures (20% failure rate),
the framework implements:

4.1 Task migration

Improvement to AR: Task migration reassigns tasks from
failing nodes to healthy ones within 10msensures that tasks
are not lost even when up to 20% of nodes fail. This rapid
reassignment directly increases. y; (completed tasks), push-
ing AR toward the 0.80 — 0.86 target.

Mechanisms:

Rashtian et al.

o Monte Carlo Tree Search (MCTS): MCTS evalu-
ates possible task-to-node assignments by simulating
outcomes based on node health, resource availability,
and task requirements. It selects the optimal reassign-
ment path and minimizes disruption. The 10 ms delay
reflects MCTS’s computational efficiency, which is
critical for real-time systems.

o LSTM-Based Failure Prediction: The Long-Short-
Term Memory (LSTM) model analyzes time-series
data (CPU temperature, battery discharge, packet loss)
with 85% accuracy to predict node failures. Identifying
at-risk nodes early triggers MCTS to migrate tasks
proactively, reducing the likelihood of task failure.

e Dynamic Load Balancing: During migration, the
framework redistributes tasks to avoid overloading
healthy nodes, ensuring that reassigned tasks are exe-
cuted successfully.

Advantages:

e Minimized Task Loss: The 85% accurate LSTM
model ensures most failing nodes are identified before
they crash. It allows tasks to be migrated seamlessly.
This reduces the failure probability (P(f) = 0.2)’s im-
pact on AR, as tasks are rarely lost.

o Real-Time Responsiveness: The 10 ms migration
delay is negligible for most applications (e.g., IoT,
edge computing) that ensures tasks meet deadlines
and contribute to y;. This is particularly effective for
latency-sensitive tasks, which might otherwise fail.

e Scalability: MCTS’s tree-based search scales well
with system size. It maintains AR in large networks by
efficiently handling complex reassignment scenarios.

Practical Implications: In a distributed edge computing
system (e.g., smart grid), where nodes are prone to failures
due to environmental factors, task migration ensures that
critical tasks (e.g., traffic signal control) are reassigned
instantly, maintaining high AR. The low latency supports
real-time applications, and the LSTM’s predictive power
adapts to diverse failure patterns and sustains AR across
varying conditions.

4.2 Adaptive redundancy

Improvement to AR: By duplicating 10% of critical tasks,
adaptive redundancy ensures that if a primary task fails
due to a node crash, a backup task completes successfully.
This increases y; Directly boost AR while only consum-
ing 5% additional resources, preserving system efficiency.
Mechanisms:

e Critical Task Identification: The framework priori-
tizes tasks based on factors like deadline constraints or
application importance (e.g., safety-critical tasks in au-
tonomous systems). Only 10% of tasks deemed critical
are duplicated, which optimizes resource utilization.

o Redundancy Management: Backup tasks are exe-
cuted on separate nodes which are selected via MCTS
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to avoid resource contention. If the primary task fails,
the backup seamlessly takes over and ensures task
completion.

e Resource-Aware Allocation: The 5% resource over-
head is dynamically managed to prevent overloading
and ensure that redundancy doesn’t degrade overall
system performance or AR for non-critical tasks.

Advantages:

e Enhanced Fault Tolerance: Redundancy guarantees
that critical tasks are protected, which disproportion-
ately impact AR due to their importance.. This aligns
with the reliability formula:

R=1-P;(1—P,) =1—-02(1-0.85) =0.97

Redundancy reduces the effectiveness. Py for critical tasks,
pushing AR higher.

e Resource Efficiency: The 5% resource cost is minimal
compared to traditional systems that duplicate all tasks
(e.g., 100% redundancy). This efficiency allows the
system to handle more tasks overall and indirectly
supports AR by increasing 7.

The framework incorporates adaptive redundancy by dupli-
cating 10% of critical tasks, which are defined as those with
latency under 50 ms or complexity over 5000 MIPS, across
multiple nodes. This duplication consumes an additional
5% of resources (CPU and memory). The redundancy level
is adjusted dynamically based on cluster load and node reli-
ability, which balances resource overhead with failure risk
[6].

The task migration algorithm is formalized as follows:

e Input: Task set 7 = {1y, tp,- -, 1, }, fog node set F =
{f1, f2,"-+, fm}, node states (CPU, memory, battery)
and failure probabilities from the LSTM model.

e Prediction: For each node f; compute failure probabil-
ity P(f;) using the LSTM model. If P(f;) > 0.1, mark
f; as at-risk.

e MCTS Exploration: It simulates task reassignments
from at-risk nodes to neighbors, valuating configura-
tions based on the objective function Eq. (15).

e Selection: It chooses the configuration with the highest
score, ensuring D; < Delaym,x and R; < C; (Egs. 8-9).

Execution: It reassigns tasks via SDN, with a 10 ms delay
per task.

This proactive strategy enhances the original framework’s
reactive migration approach, improving system responsive-
ness and the reliability of Eq. (16) [24].

P .
Rlcvel = min <0.1, Z(fj)>
IF - Cavg

(16)
where Rjevel redundancy ratio, P(f;) failure probability of a
node f;, |F| number of nodes, C,,, average node capacity
(MIPS) ensures that redundancy scales with failure risk,

SPRE9 (2025) -092510 11/22

which reduces resource waste under stable conditions [17].
The reliability of the system is calculated as:

Reliability = 1 — P(failure)

where P(failure) = Pyge - (1 — Prigration)s Prode = 0.2 (20%
failure rate), and Pyigration = 0.95 (95% Successful migra-
tion probability). Thus:

P(failure) = 0.2- (1 —0.95) = 0.01

yielding a 97% task completion rate [6]. For critical tasks,
redundancy ensures near-100% completion by providing
failover nodes, validated in simulations with 20% node fail-
ures [16]. Blockchain-inspired consensus protocols enhance
redundancy to verify task duplication integrity and prevent
data corruption during replication [14].

4.3 Integration with alternatives

5.3 Integration with Alternatives
To enhance fault tolerance, the framework integrates com-
plementary approaches:

o Reinforcement Learning (RL): An RL agent, trained
on historical failure data, optimizes redundancy levels
and migration policies, which improves task comple-
tion by 5% under high loads [19].

o Game-Theoretic Cooperation: Nodes cooperate us-
ing a Nash equilibrium model to share redundancy
tasks, which reduces resource overhead by 10% [7].

e Federated Learning: Nodes train the LSTM model
collaboratively without sharing raw data, which pre-
serves privacy and improves prediction accuracy by
7% [18].

These integrations address the original framework’s limited
exploration of alternatives, which enhances adaptability and
efficiency [7, 18, 19].

4.4 Predictive failure model

The predictive failure model is a cornerstone of the fault
tolerance strategy, addressing the original framework’s lack
of proactive measures [17]. The LSTM model is trained
on a dataset of node health metrics collected from iFogSim
simulations and real-world-inspired smart grid pilot data
[16]. Features include:

e CPU Temperature: It is normalized to [0, 1], with
thresholds > 0.8 indicating risk.

e Battery Discharge Rate: It is measured in mAh/s,
with rates > 0.1 mAh/s signaling depletion.

o Network Packet Loss: Percentage of dropped packets,
where more than5% indicates connectivity issues.

o Historical Failure Events: Binary labels (0: stable, 1:
failed) from past simulations.

The model is trained using a 70 — 30 train-test split, with a 5-
minute sliding window and a 10-second prediction horizon,
which achieves a mean squared error (MSE) of 0.02 and
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85% accuracy in failure prediction [17]. The model’s out-
puts are integrated into the Fog Broker’s decision-making
process, which enabling preemptive migration before fail-
ures occur. This approach outperforms traditional reactive
fault tolerance by reducing task loss by 15% under high-
load conditions (600 tasks) [17].

4.5 Evaluation

The fault tolerance mechanisms are evaluated using
iFogSim with 6-24 nodes, 10-30 tasks per node, and
three processing configurations (C1: 3000-5000 MIPS, C2:
5000-7000 MIPS, C3: 7000-9000 MIPS) [16]. Scenarios
include 20% and 40% failure rates, with 50 repetitions per
scenario (95% confidence interval). Key metrics are:

e Task Completion Rate: 97% at 20% failure rate, 92%
at 40% (vs. SPA: 80%, 65%) [6].

e Migration Latency: 10 ms, with SDN reducing vari-
ance by 20% [22].

e Resource Overhead: Redundancy consumes 5 — 8%
extra resources, which optimized by adaptive scaling
[17].

e Downtime Reduction: Predictive migration reduces
downtime by 12% (20% failure) and 8% (40% failure)
[17].

e Energy Impact: Fault tolerance increases energy con-
sumption by 3% (0.50 watts/task), which is mitigated
by energy-aware MCTS [7].

Simulations incorporate synthetic failure scenarios gener-
ated by a generative adversarial network (GAN) to model
diverse failure patterns, which addresses the original frame-
work’s reliance on static scenarios [23]. The fault tolerance
strategy is robust across heterogeneous nodes (20% MIPS
variance) and high-load conditions (600 tasks), which en-
sures applicability to large-scale smart grid deployments
[16].

5. Scalability considerations

The framework scales across 6 — 24 nodes, which supports
600 tasks with:

e Modular Node Integration: Dynamic Node Integra-
tion Protocol reduces integration latency by 25% (50
ms) [16].

e SDN-Based Traffic Management: It reduces conges-
tion by 20% using Deep RL [20, 23].

e Hybrid Cloud-Fog Offloading: It maintains OBJ =
0.70 at 50 tasks/node, a 12% improvement over SPA
[21].

5.1 Modular node integration

The architecture features a modular design that allows easy
integration of new fog nodes, which improves scalability.
Fog nodes are grouped into clusters (6 — 24 nodes) managed
by a distributed Fog Broker that tracks node states (CPU,
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memory, battery, latency) through heartbeat messages every
100 ms. New nodes are onboarded using a Dynamic Node
Integration Protocol (DNIP), which ensures compatibility
and load balancing. The scoring function uses adjustable
weights (w; = 0.4, wp, = 0.3, w3 = 0.3) optimized by a Re-
inforcement Learning model, which aligns new nodes with
cluster resource profiles (20% variance tolerance). Simula-
tions show DNIP reduces integration latency by 25% (50
ms vs. 67 ms for static onboarding) with an acceptance rate
of 0.82 under 20% MIPS variance. The architecture utilizes
a hierarchical cluster model to support large IoT deploy-
ments, with clusters organized into superclusters overseen
by a global SDN controller for scalability.

5.2 SDN-based traffic management

Efficient traffic management is crucial for handling high
task loads in fog computing, as network congestion can lead
to increased latency. This framework uses Software-Defined
Networking (SDN) to dynamically prioritize critical tasks
like demand response over less critical ones, which ensures
quality of service (QoS). The SDN controller at the fog
layer utilizes OpenFlow protocols to monitor network con-
ditions and update routing tables in real time, which reduces
congestion compared to traditional methods.

Normalized as:

Traffic = Z Z xij- (Lij + Bij)
ieT jeF

where T task set, F' fog node set, x;; binary assignment
variable (1 if task i is assigned to the node ,otherwise), L;;
latency, B;; bandwidth cost. The SDN controller assigns the
node.

Z x;; =1, Vi € T (Each task is assigned to one node.)
JjeF

D; < Delaymax, Vi € T (Latency constraint)

To optimize routing, the controller uses a Deep Reinforce-
ment Learning (DRL) agent, which is trained on historical
traffic data. The DRL employs a Q-learning method with
a state space (network load, node states), an action space
(routing paths), and a reward function (negative traffic cost),
reducing average latency from 120 ms to 102 ms for 600
tasks across 12 nodes. SDN also enables multicast for task
duplication, which minimizes bandwidth overhead. [14].

5.3 Hybrid cloud-fog offloading

A hybrid cloud-fog offloading strategy is implemented to
address the original framework’s performance degrada-
tion (9% objective function drop at 30 tasks/node) [21].
Tasks exceeding local cluster capacity are offloaded to the
cloud, which are guided by a Task Offloading Decision
Model (TODM) that balances latency, energy, and cost.
The TODM uses a multi-objective optimization framework
Eq. (17):

D; E;
OB, ¢ fioad = M - -t Ao (1 ——
of fload = M - ( Delaymax)+ 2+ ( Emax)
” (17)
+Az-(1— !
( Cmax)
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where D; task delay, E; energy consumption, C;: offloading
cost, A} = 0.5, 1, = 0.3, A3 = 0.2: weights, Emax , Cmax
maximum energy and cost benchmarks. The model prior-
itizes fog execution for latency-sensitive tasks (< 200 ms
and offloads compute-intensive tasks (> 5000 MIPS) to the
cloud [21].

The Fog Broker makes the offloading decision using MCTS
to evaluate configurations [15]. The algorithm simulates
fog and cloud assignments, which selects the option that
maximizes OBJ, 10 While satisfying resource constraints
(equations (9)-(10)). SDN optimizes offloading paths,
which reduces cloud-fog latency by 18% (from 150 ms
to 123 ms) for 600 tasks [20, 21]. Simulations show that
hybrid offloading maintains an objective function of 0.70 at
50 tasks/node, compared to 0.57 for the original framework,
a 12% improvement [21].

5.4 Evaluation

Scalability is evaluated using iFogSim with 6 — 24 nodes,
10— 50 tasks/node, and three processing configurations (C1:
3000 — 5000 MIPS, C2: 5000 — 7000 MIPS, C3: 7000 —
9000 MIPS) [16]. Scenarios include low (10 tasks/node),
medium (30 tasks/node), and high loads (50 tasks/node),
with 50 repetitions per scenario (95% confidence interval).
Key metrics are:

e Objective Function (OBJ): 0.83 at 10 tasks/node,
0.75 at 30 tasks/node, 0.70 at 50 tasks/node (vs. SPA:
0.32,0.17,0.10) [19].

e Latency: 102 ms at 600 tasks with SDN, 18% below
baseline (123 ms) [21].

e Node Integration Latency: 50 ms with DNIP, 25%
faster than static onboarding [16].

o Traffic Congestion: SDN reduces congestion by 20%
at high loads [22].

e Energy Consumption: It increases by 5% at 50
tasks/node (0.50 watts/task), which is mitigated by
energy-aware offloading [7].

5.5 Alternative strategies

To enhance scalability, the framework integrates comple-
mentary approaches:

e Federated Learning: Nodes collaboratively train the
RL model for DNIP, which preserves privacy and im-
proves load balancing by 8% [18].

e Game-Theoretic Load Balancing: Clusters cooper-
ate using a Nash equilibrium model to distribute tasks,
which reduces latency by 10% under high loads [7].

e Autonomic Resource Prediction: A predictive model
forecasts task arrival rates, which enables proactive
node scaling and reduces integration latency by 15%
[17].

These integrations address the original framework’s limited
exploration of alternatives, which enhances adaptability for
massive [oT deployments [7, 17, 18].
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6. Evaluation criteria

Performance is assessed via: Performance is evaluated using
the following metrics:

o AR (Average Reliability):

_ Ly
T

AR

It measures task completion rate and targets a range of
0.80—0.86 [19].

e DU (Delay Utility):

U

DUi - 1 + ae'Y(Di_Dmin)

It quantifies task delay impact, where U, o, Y are con-
stants, D; is task delay, and Dy, is minimum delay

[8].
e EC (Energy Consumption):

E; = MIPS; - n

It calculates energy per task, where MIPS; is process-
ing speed and 7 is energy efficiency, targeting 0.48
watts/task [7].

e OBJ (Objective Function):
OBJ=A AR+ (1—-21)DU-B EC

It balances reliability (AR), delay utility (DU), and
energy consumption (EC), with A and 8 as weighting
factors [19].

The semi-decentralized fog computing framework for smart
grids is evaluated using refined criteria, including Accep-
tance Rate, Delay Utility, Energy Consumption, and Objec-
tive Function. The updated criteria resulted in a 5% higher
AR, doubled DU, and 50% improved OBJ compared to
the Service Provider Algorithm, which enhances provider
efficiency and user satisfaction [8, 16, 19].

6.1 Acceptance Rate (AR)

The Acceptance Rate (AR) measures the provider’s effi-
ciency:

AR = %, x; = 1if D; < Delaymax and R; < Cj, else zero

where:

x; Task completion indicator (one if task i is completed,
zero otherwise),

|T'| Total number of tasks,
D; Task delay (ms),

Delaymax: Maximum allowable delay (application-
specific, e.g., 50 ms for gaming, 500 ms for DER),

R;: Resource demand (MIPS, memory),
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C;: Capacity of node j (MIPS, memory).

AR targets a range of 0.80 —0.86, validated across 600 tasks
and 12 nodes with 20% MIPS variance [19]. To address
the original framework’s lack of sensitivity analysis, AR is
evaluated under varying conditions:

e Task Load: AR decreases from 0.86 at 10 tasks/node
to 0.80 at 50 tasks/ node and outperforms SPA (0.32 —
0.10) due to MCTS-based scheduling [15, 19].

e Node Failures: AR remains stable at 0.82 under 20%
failure rates and drops to 0.75 at 40% with hybrid
offloading [21].

e Heterogeneity: AR varies by 5% across C1-C3 config-
urations, which is mitigated by adaptive load balancing
[10].

A Monte Carlo simulation (1000 runs) estimates AR’s con-
fidence interval (95%) as [0.78, 0.88] for 30 tasks/nodeand
ensures statistical robustness [16]. AR is further enhanced
by the distributed Fog Broker, which reduces allocation
bottlenecks by 15% compared to centralized approaches
[14].

6.2 Delay Utility Function (DU)

The Delay Utility Function (DU) quantifies user satisfaction
by measuring how well task delays align with application-
specific latency requirementsand addresses the original
framework’s gaming-centric focus [8]. DU is defined as
Eq. (18):

[
1+aea(Di7Delaymin) + }/

Hty

Ui= 18)

where:
D; is task delay (ms, from Eq. (2)),

Delaymin: Minimum achievable delay (application-
specific, e.g., 20 ms for gaming, 100 ms for DER),

u, d, a, v: Adjustable coefficients tuned for applica-
tion types,

Example coefficients: p = 120, d = 0.5, a = 0.01,
Y = 10 for critical tasks (e.g., demand response).

DU ranges from 0 to 1, targeting 0.71-0.73 across applica-
tions [8]. To ensure adaptability, coefficients are dynami-
cally adjusted using a Reinforcement Learning (RL) model
trained on historical delay data, which optimizes DU for
diverse workloads [10]. For example:

e Gaming (50— 150 ms): & =0.02,9d =0.7, DU=0.73
At 100 ms.

e Demand Response (200 ms): o =0.01,9d =0.5,DU =
0.72 At 150 ms.

e DER Management (500 ms): a = 0.005, d = 0.3,
DU =0.71 At 400 ms.
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Sensitivity analysis shows that DU drops by 10% when cap
D sub i exceeds the Delay max by 20%. SDN-based traffic
management mitigates this by reducing latency variance by
20% [22]. Compared to SPA (DU equals 0.26 minus 0.30),
the framework doubles DU due to priority queuing and
MCTS optimization [19]. A generative adversarial network
(GAN) generates synthetic delay profiles to test DU under
peak loads, which improves real-world applicability [23].

6.3 Energy Consumption (EC)

Energy Consumption (EC) evaluates the framework’s sus-
tainability by measuring the energy required to process tasks
and addresses the original framework’s implicit optimiza-
tion [7]. EC is defined as:

_ Lk
Y xi

EC , Eij = MIPS;; - units per MIPS

where:
E;j: Energy consumed by the task i on node j (watts),
MIPS;;: Computational effort (MIPS),

Units per MIPS: Energy coefficient (e.g., 0.0001
watts/MIPS, derived from hardware specs [7]),

x;: Task completion indicator.

EC is normalized to [0,1] and targets a 12% reduction (0.48
watts/task) compared to SPA (0.55 watts/task) [7]. The
framework optimizes EC through:

e Energy-Aware MCTS: It penalizes high-energy config-
urations and reduces EC by 10% [15].

e Hybrid Offloading: It offloads compute-intensive tasks
to energy-efficient cloud nodes and saves 5% energy
[21].

e Adaptive Redundancy: It limits redundancy to 5-8%
extra resources and minimizes energy overhead [17].

Sensitivity analysis shows that EC increases by 7% at 50
tasks/node due to higher resource utilization, but energy-
aware scheduling keeps it below 0.50 watts/ task [7]. Sim-
ulations across C1-C3 configurations show that EC varies
by 8% due to MIPS differences, which load balancing mit-
igates [10]. Real-world-inspired energy profiles (e.g., EV
charging, renewable integration) are incorporated via GANSs,
enhancing their applicability [23].

6.4 Objective Function (OBJ)

The Objective Function (OBJ) integrates AR, DU, and EC
to balance provider efficiency, user satisfaction, and sus-
tainability, and provides a holistic performance metric [19].
OB is defined as Eq. (19):

OBJ=A-AR+(1—1)-DU—B-EC (19)

where:

A: Provider weight (0-1, e.g., 0.5 for balanced priori-
ties),
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B: Energy weight (0.2, emphasizing sustainability),
AR, DU, EC: Normalized metrics (0-1).

OBJ targets 0.72-0.86, achieving a 50% improvement over
SPA (0.17 —0.32) [19]. The framework tunes A dynami-
cally using a Deep Reinforcement Learning (DRL) agent
trained on historical performance data to adapt to workload
characteristics [23]. For example:

e High Provider Priority: A = 0.7, OBJ = 0.84 For 10
tasks/node.

e High User Priority: A = 0.3, OBJ = 0.76 For 30
tasks/node.

e High Load (50 tasks/node): A = 0.5, OBJ = 0.72 With
hybrid offloading [21].

Sensitivity analysis shows OBJ is robust to 10% variations
in A and B, with a 5% drop under 40% failure rates are mit-
igated by fault tolerance mechanisms [6]. The framework’s
OBJ outperforms RL (0.65-0.78) by 10% due to SDN and
MCTS optimizations [19, 22]. Fig. 24.

6.5 Robustness and validation

The evaluation criteria are validated using iFogSim with 50
repetitions per scenario (95% confidence interval) across:

e Task Loads: 10 — 50 tasks/node, reflecting low to peak
demand [16].

e Node Counts: 6 — 24 nodes, testing scalability [16].
e Failure Rates: 20 — 40%, assessing fault tolerance [6].

e Applications: Gaming, demand response, DER man-
agement, ensuring versatility [8]. Key results include:

e AR:0.80—0.86, 5% above SPA (0.32 —0.75) [19].
e DU: 0.71 —0.73, doubled vs. SPA (0.26-0.30) [8].

e EC: 0.48 watts/task, 12% below SPA (0.55 watts/task)
[71.

e OBJ: 0.72 —0.86, 50% above SPA (0.17 —0.32) [19].

GAN:-generated workloads model real-world scenarios (e.g.,
EV charging surges, renewable variability) to address sim-
ulation bias and improve generalizability [23]. Sensitivity
analyses for coefficients (it d, «, ¥, A, B) ensure robust-
ness to parameter variations, with a maximum 7% OBJ
drop under extreme conditions [23]. Comparisons with RL
and game-theoretic approaches validate the framework’s
superiority, with a 10% OBJ improvement due to adaptive
optimization [7, 19].

6.6 Integration with alternative metrics
To enhance evaluation, alternative metrics are integrated:

e Fairness Index: It measures equitable resource alloca-
tion across tasks, achieving 0.90 (Jain’s index) with
game-theoretic load balancing [7].

SPRE9 (2025) -092510 15/22

e Throughput: Tasks completed per second, which
reaches 50 tasks/s for 24 nodes, 10% above RL [19].

e Privacy Preservation: Differential privacy (€ = 0.1)
incurs a 3% DU loss, as validated through federated
learning [18].

These metrics complement AR, DU, EC, and OBJ and en-
sure a comprehensive assessment [7, 18, 19].

6.7 Evaluation results

The proposed semi-decentralized fog computing framework
was evaluated using iFogSim, simulating 6 — 24 fog nodes,
10 — 50 tasks per node, and three processing configurations:
C1 (3000-5000 MIPS), C2 (5000-7000 MIPS), and C3
(7000-9000 MIPS). Experiments varied the provider profit
weight (1), processing power, task loads, node counts, as-
sessing Acceptance Rate (AR), Delay Utility (DU), Energy
Consumption (EC), and Objective Function (OBJ) with
each scenario repeated 50 times at a 95% confidence inter-
val. The framework, utilizing the Monte Carlo Tree Search
(MCTS) algorithm, was compared to the Service Provider
Algorithm (SPA) and Reinforcement Learning (RL) bench-
marks. Results showed MCTS’s superiority in various met-
rics and support applications like online gaming, demand
response, and DER management. We began with 12 fog
nodes, each with 5000-7000 MIPS processing power and 20
tasks, varying A from 0 to 1 in increments of 0.1. We further
examined the effects of changing processing power (C1 and
C3) and task numbers (10, 15, 20, 25, and 30 per node).
Finally, we analyzed the impact of node count, repeating
experiments with 6 to 18 nodes. Findings were summa-
rized using charts and the effectiveness of our method was
reassessed compared to alternatives.

6.7.1 Baseline performance

The baseline experiment used 12 nodes, each managing 20
tasks, totaling 240 tasks with C2 processing power. The
variable A was varied from 0 to 1 in 0.1 increments to bal-
ance provider efficiency (AR) and user satisfaction. Fig. 5
shows that the acceptance rate (AR) for the Monte Carlo
Tree Search method rises from 0.80 at A = 0 to 0.86 at

0.7

o
o
T

R R R RS

0.

acceptance rate
o
(4]

01F

0

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
Lambda (A)

Figure 5. Acceptance Rate (AR) versus A for 12 fog nodes, 20 tasks, C2
processing power.
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A = 1, with a range of [0.78, 0.88. The increase indicates a
greater acceptance of tasks as provider profit is prioritized.
In contrast, the Simple Priority Algorithm (SPA), favor-
ing heavier tasks, remains stable at an Acceptance Rate
(AR) of 0.32, within [0.30, 0.34]. Fig. 6 shows that user
satisfaction (DU) for MCTS stays consistent at 0.71-0.73,
within [0.69, 0.75], which suggests stability across varying
A values. Meanwhile, the SPA maintains a constant DU of
0.26, in the range of [0.24, 0.28]. The energy consumption,
normalized to a scale of 0-1 (with 0.55 watts per task repre-
sented as 1.0), is found to be 0.87 for MCTS (equating to
0.48 watts per task) compared to 1.0 for SPA, reflecting a
12% reduction. Fig. 7 illustrates the overall objective (OBJ),
which integrates AR, DU, and EC (with 3 set at 0.2). MCTS
shows improvement in OBJ from 0.72 to 0.86 (range: [0.70,
0.88]) as A increases, while SPA’s performance ranges from
0.26 to 0.32, which shows a roughly 50% improvement
for MCTS. This reflects MCTS’s effectiveness in balancing
efficiency and user satisfaction, leading to a 20% reduc-
tion in deployment costs ($450 per node) and lower energy
consumption, which is essential for sustainable smart grids.
Fig. 8 demonstrates the effect of A on OBJ, where MCTS
increases from 0.72 to 0.86 due to better AR, while SPA
remains stable at 0.26 to 0.32. Fig. 9 confirms that MCTS’s
OBJ stays positive (0.66 to 0.76 after EC penalties) com-
pared to SPA’s 0.15 to 0.20 and ensures a net benefit for
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Figure 6. Delay Utility (DU) versus A for 12 fog nodes, 20 tasks, C2
processing power.

providers and users.

6.7.2 Impact of processing power

Processing power variations (C1, C3) were tested with 12
nodes and 20 tasks. Fig. 10 (a) shows a 35% MIPS increase
(C3: 7000-9000) and boosts MCTS’s OBJ by 6% (0.76 to
0.81, [0.79, 0.83]) due to higher AR (0.86 to 0.91) and DU
(0.72 to 0.75), with EC stable at 0.87. SPA’s OBJ rises 30%
(0.29 to 0.38) but remains ~ 50% lower. Fig. 10 (b) shows a
50% MIPS reduction (C1: 3000-5000) decreasing MCTS’s
OBJ by 10% (0.76 to 0.68, [0.66, 0.70]), with AR dropping
to 0.73 and EC rising to 0.91 (0.50 watts/task).
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Figure 7. Objective Function (OBJ) versus A for 12 fog nodes, 20 tasks,
C2 processing power.

6.7.3 Impact of task load

Task loads of 10 to 30 per node were assessed using 12
nodes and C2 power. In Fig. 11 (a), the Monte Carlo Tree
Search (MCTS) objective value (OBJ) decreases from 0.87
with 10 tasks to 0.76 with 30 tasks, while the Availability
Rate (AR) also drops from 0.86 to 0.76, and Delay Utiliza-
tion (DU) stays constant at 0.72. Conversely, the Shortest
Path Algorithm (SPA) sees a sharper decrease in OBJ from
0.29 to 0.17, indicating higher delays. Fig. 11 (b) shows that
with fewer tasks (10 per node), MCTS’s OBJ improves to
0.90, and SPA’s rises to 0.38, with SPA showing a more sig-

Acceptance Rate and Delay Utility Function

—e— Acceptance Rate (AR)
Delay Utility Function (DU)

o 20 40 60 80 100
Number of Tasks.

Figure 8. OBJ versus A with constant DU and EC for 12 fog nodes, 20
tasks, C2 processing power.
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Figure 9. OBJ versus A with zero line for 12 fog nodes, 20 tasks, C2
processing power.
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Figure 10. OBJ versus A for (a) C3 and (b) C1 processing power, 12 fog nodes, 20 tasks.

nificant performance increase due to its greedy nature. The
Efficiency Coefficient (EC) for MCTS also grows slightly
from 0.87 to 0.91. Fig. ?? depicts the decline in MCTS’s
AR (in blue) and DU (in orange) from 0.86 to 0.76 and
0.73 to 0.70, respectively, while OBJ (in green dashed)
reflects these changes. In comparison, SPA’s AR drops
sharply from 0.32 to 0.15, ensuring reliable performance for
high-demand applications like Distributed Energy Resource
(DER) management.

6.7.4 Impact of node count

Node counts (6-18) were tested with 20 tasks and C2 power.
Fig. 12 shows MCTS’s AR increasing 11% (0.80 to 0.89)
with 18 nodes, while SPA rises 20% (0.32 to 0.38). Fig. 13
demonstrates stable DU for MCTS (0.71-0.73) but a 17%
improvement for SPA (0.26 to 0.30). Fig. 14 shows MCTS’s
OBJ rising 3% (0.76 to 0.78), while SPA increases 20%
(0.29 to 0.35), with MCTS’s AR remaining ~ 2x higher.
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b) 10 tasks per node

Fig. 15 indicates a 40% drop in AR for both at six nodes
(MCTS: 0.80 to 0.48, SPA: 0.32 to 0.19), and Fig. 16 shows
MCTS’s DU decreasing less (0.72 to 0.65) compared to
SPA’s 40% drop (0.26 to 0.16). Fig. 17 plots MCTS at
0.65 when A = 0, prioritizing DU. These results confirm
scalability for large-scale IoT deployments.

6.7.5 Integrative analyses

3D plots were created to explore parameter interactions.
Fig. 18 shows OBJ versus node count and A (20 tasks, C2),
with MCTS peaking at 0.90 (18 nodes, A = 1) versus SPA
at 0.38, which demonstrates MCTS’s strength. Fig. 19 il-
lustrates OBJ versus nodes and processing power (20 tasks,
A =0.5), where MCTS reaches 0.92 (18 nodes, C3). Fig. 20
depicts OBJ versus tasks and A (12 nodes, C2), with MCTS
dropping to 0.76 at 30 tasks. Fig. 21 shows OBJ versus
nodes and tasks (C2, A = 0.5), which indicates MCTS’s sta-
bility (0.76 —0.90). Fig. 22 presents OBJ versus processing
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Figure 11. OBJ versus A for (a) 30 tasks and (b) 10 tasks per node, 12 fog nodes, C2 processing power.
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Figure 12. AR versus A for 18 fog nodes, 20 tasks, C2 processing power.
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Figure 13. DU versus A for 18 fog nodes, 20 tasks, and C2 processing
power.
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Figure 14. OBJ versus A for 18 fog nodes, 20 tasks, C2 processing power.

power and tasks (12 nodes, A = 0.5), with MCTS peaking
at 0.92 (C3, 10 tasks). Fig. 23 visualizes configurations
in 3D space, which shows MCTS clustering at higher val-
ues (AR: 0.80—0.86, DU: 0.71 —0.73, OBJ: 0.72 — 0.86)
compared to SPA’s lower cluster (AR: 0.32, DU: 0.26, OBJ:

Rashtian et al.

0.26 — 0.32) and highlights performance trade-offs.

The blue line shows the Acceptance Rate (AR), which de-
creases with higher task loads. The orange line represents
Delay Utility (DU), which also declines under increased
loads due to congestion effects. The green dashed line in-
dicates the Objective Function (OBJ), which reflects the
combined impacts of AR and DU on system performance
as task loads change (Fig. 24).

7. Implementation details

The proposed method is implemented in iFogSim, with SDN
via Mininet/OpenFlow, MCTS in Python (NumPy, Tensor-
Flow), and security via OpenSSL/OAuth. Experiments sim-
ulate 6 — 24 nodes, 10 — 30 tasks, and three configurations,
with 50 repetitions.

7.1 Definitions of evaluation criteria
e AR: Y completed tasks / total tasks (0.80 —0.86).

e DU: User satisfaction via latency (0.71 —0.73).

e OBJ: A * AR+ (1 — 1) +DU — BEC (0.72 — 0.86).
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Figure 15. AR versus A for six fog nodes, 20 tasks, C2 processing power.
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2588-7335[https://doi.org/10.57647/j.spre.2025.0902.10]


https://doi.org/10.57647/j.spre.2025.0902.10

Rashtian et al.

— & —SPA
o9r —F— Our Work

g @
v E—r—g g5 o 1
R G

ObjectiveFunction
o o
L [

<
©w

a2t

mT o8 8 ¢ ¢ e & o}

0 ] ] i ] ] ] ] i 1
0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
Lambda (A )

SPRE9 (2025) -092510 19/22

-

— @ —SPA
| —&— Our Work

o o IR

= o 9
N o W
Pl
T

o
(=)
T

S

0.

ObjectiveFunction
o
o

01F

0 L L L L L L L L L
0 o1 02 03 04 05 06 07 08 09 1

Lambda (A)

Figure 17. OBJ versus A for six fog nodes, 20 tasks, C2 processing power.

8. Results and discussion

8.1 Key findings

e Baseline: MCTS achieves AR = 0.80 — 0.86, DU =
0.71—0.73, EC = 0.48 watts/task, OBJ = 0.72 —0.86,
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Figure 18. OBJ versus node count and A, 20 tasks, C2 processing power.
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Figure 19. OBJ versus node count and processing power, 20 tasks, A = 0.5.

outperforming SPA.

e Processing Power: C3 boosts OBJ by 6%; C1 reduces
it by 10%.

e Task Load: OBIJ stable at 0.76 (30 tasks) vs. SPA’s
0.17.

e Node Count: AR rises to 0.89 with 18 nodes, drops to
0.48 with 6.

Discussion

The proposed MCTS-based fog computing framework out-
performs SPA and RL in all tested metrics and achieves
a 5% higher Allocation Rate (AR), doubled Delay Utility
(DU), 12% lower Energy Consumption (EC), and 50% bet-
ter Objective (OBJ). It balances provider efficiency, user
satisfaction, and sustainability and makes it ideal for dy-
namic innovative grid environments. The 5% higher AR
indicates its ability to optimize task allocations through the
Upper Confidence Bound for Trees (UCT) policy. The dou-
bled DU is achieved by prioritizing critical tasks with SDN-
based traffic management and reduces latency variance by

ObjectiveFunction

20 0z
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Figure 20. OBJ versus task count and A, 12 fog nodes, C2 processing
power.
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Figure 21. OBJ versus node count and task count, C2 processing power, A=0.5.

20%. The EC reduction comes from energy-aware configu-
rations and hybrid cloud-fog offloading and shifts intensive
tasks to more efficient cloud nodes. The framework boasts
a 97% task completion rate even with 20% node failures
and significantly improves upon SPA’s 80%. Its scalability
features, such as modular node integration and lightweight
security protocols, ensure stability in large [oT deployments.
However, limitations like high-load degradation, centralized
bottlenecks, and computational complexity remain, which
indicates the need for further investigation. Future direc-
tions include optimizing load balancing, developing decen-
tralized architecture, tuning for specific applications, and
real-world validation.
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Figure 22. OBJ versus processing power and task count, 12 fog nodes,
A=0.5.

Sensitivity Analysis of AR, DU, and OBJ with Varying Task Loads
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Figure 23. AR, DU, and OBJ versus task load for 12 fog nodes, C2
processing power.
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Figure 24. 3D scatter plot of AR, DU, and OBJ for configurations, 12 fog
nodes, and C2 processing power.

9. Conclusions

This study presents a novel quasi-distributed fog computing
framework for smart grids, leveraging the Monte Carlo Tree
Search (MCTS) algorithm to optimize resource allocation.
The proposed architecture significantly enhances task
scheduling achieves a 5% higher task acceptance rate
(0.80 —0.86 vs. 0.32 for SPA), doubles delay efficiency
(0.71 — 0.73 vs. 0.26), and improves the objective function
by approximately 50% (0.72 —0.86 vs. 0.26 —0.32) com-
pared to benchmarks like the Service Provider Algorithm
(SPA) and Reinforcement Learning (RL). Energy con-
sumption is reduced by 12% (0.48 watts/task), deployment
costs are lowered by 20% ($450/node), and fault tolerance
ensures 97% task completion under 20% node failures.
Scalability is validated across 6 — 24 heterogeneous nodes
and supports diverse applications such as online gaming
(50 — 150 ms latency), demand response (200 ms), and
distributed energy resource (DER) management (500 ms).
The framework balances user satisfaction and provider
efficiency by integrating lightweight security protocols
(AES-128, OAuth, differential privacy) and a robust load
balancer and addresses critical resource management
challenges in smart grids. This work contributes a scalable,
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resilient, and efficient solution for fog computing, advances
the management of dynamic energy systems in smart grids,
and paves the way for future innovations in intelligent
energy networks.
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