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Abstract 
[bookmark: _GoBack] In Software Defined Network (SDN), controller plane is separated from the data plane simplifying management. In these networks, data forwarding cannot be conducted just one controller. Therefore, it is needed to use multiple controllers in control plane. Since, switch-controller propagation delays and inter-controller latencies affect the performance, the problem of determining appropriate number of controllers as well as their suitable locations are two main challenges, which are known as NP-Hard. In this paper, a new clustering method based on K-means, K-Harmonics means and firefly algorithm named CPP-KKF is proposed for controller placement in SDN. Result obtained by CPP- KKF algorithm is benefitted by the advantages of all techniques. The proposed algorithm is evaluated on four topologies of TopologyZoo with different scales, that include Aarnet, Colt, Cognet, and DFN and the conducted simulations demonstrate that the proposed solution outperforms K-means, K-means++, Firefly and GSO algorithms in terms of aforementioned performance issues.
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1. Introduction 
Software Defined Network (SDN) is a new technology in computer network, in which data plane is separated from the control plane. In these networks, data forwarding cannot be conducted just one controller. Therefore, it is needed to use multiple controllers in control plane [1].

Switch-controller propagation delays and inter-controller latencies should be considered for a suitable placement of the controllers [2][3][4]. Load balancing problem between the controllers has investigated in some research works (e.g. [5]to [7]). Determining the appropriate number as well as location of controllers will affect network performance. Therefore, the researchers concentrate on how to properly discover place the controllers.
 Controller Placement Problem (CPP) is known to be NP-hard. Network partitioning technique is one of the most popular methods for overcoming this problem  with dividing a large network to some sub-networks. Applying this method can lead to less delay between controller and switches. Further, in a formed subnetwork, other performance metrics such as load balancing and reliability are better managed. Utilizing partitioning network reduces complexity of controller placement problem [8].
The K-Means algorithm is one of the most popular data clustering algorithms due to its simplicity and speed of convergence. However, it suffers from two main disadvantages; first, sensitiveness to the initializations of the centroids and second, early convergence leading to local optima solutions. Clearly, for the first concern, if a “far-off” point is initialized as a centroid, the cluster might be formed with any points. Similarly, more than one point might be selected as a centroid in a cluster.  To cope with the first issue, K-Means++ has been proposed to improve choosing centroids [9]. K-Harmonic Means (KHM) method has been proposed based on K-means as well. KHM considers harmonic mean distance instead of Euclidean distance [10]. However, both K-Means++ and KHM algorithms are getting stuck in local optima like original K-means. As for the second aforementioned issue, the Firefly algorithm (FA) as another stochastic technique has been presented to escape from local optima [26].
In this paper, we propose a new clustering method for partitioning a given network assigning a dedicated controller for each of which. We have considered switch-controller propagation delays and inter-controller latencies in this research. Clearly, we propose an algorithm based on K-means, KHM, and FA, which makes full use of their competences to determine appropriate placements of the controllers. 
The rest of this paper is organized as follows: Sec. 2 reviews the state-of-the-art of controller placement in SDN-based networks. The basic concepts of K-means, KHM, and FA are presented in Sec. 3. Sec 4 dedicated to introduction of the proposed idea. Simulation results and performance analyses of the proposed solution are presented in Sec.5.

2. Related Works
Inappropriate placement of controllers decreases network performance. Suitable number of the controllers is considered as an important issue as well. The aforementioned problems are known to be NP-Hard [11]. Most of the conducted researches just paid attention to delay between controller and switches in controller placement, while inter-controllers’ delay is also an important issue.
	Heuristic algorithms provide some solutions to overcome time complexity of the NP-Hard problem. 
In [2], discrete Cuckoo Search Algorithm (CSA) was used to solve the placement problem. The simulation result shows that the proposed algorithm outperforms the methods based on Genetic Algorithm (GA) and Particle Swarm Optimization algorithm (PSO) in terms of delays. In [12], a PSO-based algorithm was proposed for this problem. The algorithm considered the inter-controllers’ latencies in addition to the delay of controller-switches. Two population-based exploration algorithms PSO and FA were used in [13].  The research proposed a  solution for appropriate locations of controllers by adopting a specific set of objective functions. These functions investigate inter-controller latencies in addition to the delay between controllers and switches. In different conditions, the result was demonstrated the FA-based algorithm performs better than PSO-based algorithm. Researches in [14], introduced an algorithm based on Genetic Algorithm named Controller Placement Genetic Algorithm (CPGA). In order to evaluate the performance of this idea, three important criteria namely latency, hop count,  and link utilization. However, in large-scale networks, the propagation delay as one of the key parameters should be taken into account. For example, if there are two paths with the similar number of intermediate node between a controller and its assigned switch, it chooses one of them without paying attention to the link utilization of each path and control traffic on the links . Finally, none of the above criteria is solely sufficient to optimize the CPP. That is why, in this reference, the proposed multi-criteria allocation approach performs better than just link load assignment. In [15], two algorithms based on PSO and Firefly were introduced, which are suitable for large networks. In this research, the delay between the controller and the switch has  just been considered. The results demonstrated that the FA performs better than the another one. The genetic algorithm was used in [16] to consider the reduction of latency between controllers, load distribution, and the appropriate number of controllers. Finally, a novel swarm intelligence  based algorithm named GSO has been used for the problem in [29].
In the other hand, clustering is one of the suitable solutions to solve the NP-Hard problem, which many researchers paid attention to the following approaches.
Three clustering algorithms were considered according to spectral graph theory in [17]. Its first clustering algorithm is based on K-median; The controller closest to the switch has the least average propagation delay. This distance between the two nodes is the shortest. As another algorithm, the K-center based idea randomly selects the number of controllers as well as  clusters minimizing latency like the first algorithm. The purpose of this algorithm is to discover the number of controllers that can reduce the maximum latency between controllers and switches. The third proposed algorithm is based on spectral clustering. This method is suitable for weightless and undirected graphs. Finally, the results of this study showed that the spectral load clustering technique yields to balanced load. 
Researchers in [18] focused on two objectives of reducing delay and load balancing at the same time. The algorithm utilizes K-medoids clustering method to solve CPP that considers the capacity constraint. In the first step of the proposed algorithm, it allocates one part to the nodes and the other part to the controllers, and then, according to the distance matrix, connection between node are formed. If a node inside a given cluster reduces the sum of delays, in case of it  has no impact on load balancing, then it can be a new center. This algorithm progresses until the best cluster centers and the best number of their associated nodes are specified. The main challenge of these multi-objective models is the lack of analysis for the assignment paths and its effective factors.
In order to improve the reliability and reduce delay in the existing multi-controller deployment scheme, MCEP4 algorithm was proposed in [19]. 
In this algorithm, first the problem of deploying multiple controllers has investigated based on spectral clustering. Then, the K-medoids algorithm based on Simulated Annealing was used to classify rows of vectors to achieve the flexible deployment of multiple controllers. 
In [20], an algorithm was proposed for CPP based on standard for segmentation of the network to determine the cluster center. In this algorithm, distance between nodes is considered according to links in forming topology instead of Euclidean distance. This study assumes the controllers without capacity, and ignores the load balancing and delay between controllers and controllers.
In [21], authors proposed two clustering algorithms K-Center and K-medoids for controller’s placement in a software-based network, which adjust the location of the controller according to the distance of the controllers from each other and the distance between the controller and switches. However, the paper ignores the capacity parameter for controllers. 
Both of the switch-controller propagation delays and inter-controller latencies were also considered in [22] and this problem was solved using K–means and Dijkstra algorithms.

3. Preliminaries: K-means, K-harmonics means and Firefly algorithms
In this section, we demonstrate standard K-means, K-harmonic means and Firefly algorithms with their associated pseudocodes.
3.1. K-means
K-means clustering is a partitioning technique for dividing a data set into k groups.  Here, initially, it is needed to determine the number of clusters and select the cluster centers from data set points and then, the algorithm goes on iteratively as follows [23]: It categorizes each point to its closest center and updates the center’s coordinates that is the average of the points categorized. 
K-means standard has two disadvantages, the first one is dependent on initial selected points and the another one is getting stuck in local optima [24].

[image: ]
Figure 1- pseudocode of K-means
3.2. K-harmonic means
In [10], authors proposed a new clustering method based on K-means. The algorithm uses harmonic means instead of the Euclidean distance, and named it K-Harmonic Means (KHM). It is introduced for solving the initialization problem of the KM algorithm.
KHM algorithm has an objective function that calculates the harmonic mean of the distance from each point to all centers. 


KHM(X,C)=           (1)

KHM investigates two functions soft membership and weigh as follows:

       (2)


  ()             (3)   





[image: ]
Figure 2- - pseudocode of K-Harmonic means


The weight function investigates higher weight to data points that are far away from every center. In fact, it defines the impact of each data point on computing new components of cluster center. This algorithm has an input parameter  typically equal or greater than 2, used in KHM, membership, and weight functions [10][25].
 
3.3. Firefly Algorithm
Firefly Algorithm (FA) was proposed according to social behavior of fireflies. For simplicity in the algorithm, there are three idealized rules as follows: 1) all fireflies are unisex, so that attractiveness is considered regardless of their sex. 2) Brightness is introduced as an attractiveness parameter, thus between two fireflies, firefly fainter will move toward the brighter one. If a firefly does not find another brighter firefly, it will continuously move randomly. 3) objective function determines brightness parameter in this algorithm [26][27].
The basic steps of the algorithm are demonstrated as the pseudo code presented in fig. 3.
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Figure 3- pseudocode of firefly algorithm
	     
		
4. CPP-KKF: the proposed algorithm 
The main network elements include controllers, switches and links. Therefore, it can be modeled by an undirected graph G =(V,E), where V is the set of switches and E is the set of links between the switches. Let n be the number of graph nodes or switches and K is the number of controllers in SDN and C={} be the set of controllers. we divide the network to some sub-networks, and we supposed to allocate a controller for any cluster. 
The network partition can be defined by SDNi(Vi,Ei), subjects to:





S()=

S()=FALSE,   
 
 

Eq. (4) demonstrates the network is covered by the total sub-networks. Eq. (5) indicates that one edge or vertex can be allocated to sub-network. Eq. (6) also means that same similarity is between elements of a sub-network. Eq. (7) implies that different similarity is between elements allocated to different sub-network; Eq. (8) demonstrates that all the vertexes in one sub-network are connected by edges. In this research, similarities are supposed to both of switch-controller propagation delays and inter-controller latencies. Total delay is referred to sum of both of delays. The main objectives can be defined as: 
       (9)

           (10)

Total delay=+       (11)

In Eqs. 9 and 10, a and b are Integer coefficients, MPc is Minimum shortest path needed exchange control message.
In a clustering method for partitioning network, it is compulsory to compute the distance. Therefore, when there is a large scale network or nodes arranged in a scattered manner it is quite difficult to arrange them in a group and find the center of them. The main problem with mean based algorithm is that mean is highly affected by extreme values. For tackling the problem, we perform both of K-means and KHM. The idea of the new hybrid clustering algorithm is based on applying two techniques to find mean one by one until or unless our goal is met. The accuracy of result is much greater as compared to K-Means & KHM algorithms [28].
Standard K-means can overcome just to the first disadvantage by hybrid method KHM. As mentioned in sec. 3, the second disadvantage is getting stuck in local optima, therefore hybrid of both of K-means and KHM suffer from to get stuck in local trap too.  
In CPP- KKF, we apply FA to cope with the local optima problem in which, function m in KHM is used as objective function. Therefore, result obtained by CPP- KKF algorithm is benefitted by the advantages of all techniques. Fig. 4 demonstrates the algorithm. 
[image: ]
Figure 4-pseudocode of CPP-KKF
5. Performance Analysis
   This section evaluates the performance of the CPP-KKF, standard K-means, K-means++, Firefly and GSO algorithms on 4 standard topologies with different scales from the Internet topology Zoo as described in Table1.

Table 1- The topology feature of the networks
	Network Name
	Georaphical Area
	Network Location
	Nodes number
	Links Number

	Aarnet[30]
	state
	Australia
	19
	24

	DFN[31]
	state
	Germany
	63
	89

	Colt[33]
	continental
	Western Europe
	153
	191

	Cogent[33]
	intercontinental
	Europe-the USA
	197
	245



Nodes without information are omitted in this evaluation. For example, node 8 in the DFN has no coordinate in DFN dataset, hence it is not considered in this evaluation.
In the simulation initial parameters are defined as Table 2.
Table 2- Initial parameter
	parameter
	Initial value

	a
	1

	b
	1

	p
	3

	Number of firefly movement
	20

	Number of iteration number 
	30



Where a and b parameters are equal. It means that both of latencies are supposed to same value. Number of controllers in the topology are considered as Table 3.
Table 3- number of controllers in the topology
	Topology name
	Number of controllers

	Aarnet
	[4,6,8,10]

	DFN
	[4,6,8,10]

	Colt
	[4,6,8,10]

	Cogent
	[10,15,20,30]



Table. 4 demonstrate the attained results from CPP- KKF , standard K-means, K-means++, Firefly and GSO algorithms ran on the Aarnet, Colt, Cognet, and DFN.

Table 4- result of CPP-KKF
	
	Number of controller
	4
	6
	8
	10

	Aarnet
	K-means
	52.24
	30.79
	21.99
	17.56

	
	K-means++
	51.04
	29.09
	19.78
	15.92

	
	Firefly
	41.6
	27.89
	19.75
	15.21

	
	GSO
	40.81
	27.25
	19.3
	14.95

	
	CPP-KKF
	40.05
	27.07
	19.03
	14.85

	
	Number of controller
	4
	6
	8
	10

	Colt
	K-means
	43.82
	25.26
	16.66
	12.22

	
	K-means++
	41.04
	24.39
	15.18
	10.98

	
	Firefly
	36.41
	18.84
	13.55
	10.83

	
	GSO
	35.34
	18.85
	13.83
	10.48

	
	CPP- KKF
	34.05
	18.77
	13.03
	10.05

	
	Number of controller
	10
	15
	20
	30

	Cognet
	K-means
	34.49
	27.67
	21.79
	16.78

	
	K-means++
	33.34
	26.89
	19.95
	14.23

	
	Firefly
	18.98
	12.61
	9.14
	6.05

	
	GSO
	21.03
	12.99
	9.14
	6.61

	
	CPP- KKF
	17.87
	12.07
	9.04
	5.97

	
	Number of controller
	4
	6
	8
	10

	DFN
	K-means
	13.65
	10.67
	6.95
	5.09

	
	K-means++
	13.02
	9.78
	5.76
	3.99

	
	Firefly
	11.44
	7.56
	5.48
	4.24

	
	GSO
	9.28
	5.72
	4.25
	3.33

	
	CPP- KKF
	9.07
	5.15
	4.07
	3.07



We depict the results in Fig. 5 with Aarnet topology, Fig. 6 with Colt topology, Fig. 7 with Cogent topology and finally Fig.8 with DFN topology. 

[image: ]
Figure 5- compare CPP- KKF with Aarnet topology
[image: ]
Figure 6-compare CPP- KKF with Colt topology
[image: ]
Figure 7-compare CPP- KKF with Cogent topology


[image: ]
Figure 8- compare CPP- KKF with DFN topology
From Table 4 and the figs. 5 through 8, CPP-KKF algorithm is better than standard K-means, K-means++, Firefly and GSO algorithms in aforementioned topologies.

6. Conclusion 
In this paper, we proposed a clustering algorithm based on K-means, KHM and Firefly algorithms for controller placement problem in SDN utilizing their benefits. The proposed algorithm was evaluated on four different network scales and the results demonstrated its efficient performance in all topologies. We have considered the switch-controller propagation delays and inter-controller latencies as well.
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